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(*1) ou cn 64 64
64

14



https://repository.secomtrust.net/SC-Root2/
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/

(*2) organizationalUnitName organizationalUnitName

c countryName JP
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Web
CSR CSR
Web
c countryName JP
st S state or province
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ou (*1) organizationalUnitName IT Suishinshitsu
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C countryName JP
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I localityName
ou organizationalUnitName
ou (*1) organizationalUnitName *2
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(*2) organizationalUnitName organizationalUnitName
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. LGFKI DIT
DIT LGPKI "LGPKI" ”"LGPKI2”
"LGPKI" LGPKI CA LGPKI CA LGPKI
CAR2 "LGPKI2" LGPKI CAR2
LGPKI subject  issuer DN
Printable String CA  UTF8String CA LGPKI CA
CA LGPKI CAR2 UTR8String
LGPKI DIT
c=JP
—1 o=LGPKI
ou=Bridge CA U8
ou=0rganization CA U8
cn=Application CA R23%
X IR LGPKIFREURT DA
0=LGPKI2

ou=0rganization CA R2

LGPKI DIT

DIT

LGPKI
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. DIT

DIT
C IIJPI
0 "Local Goverments' "LGPKI" "LGPKI2" " "
ou "Bridge CA U8" ”Organization CA U8” ”Organization CA R2”
cn “Application CA R2”
[
ou
ou
cn
.LGPKI
LGPKI RFC4519
organization
organization organization
top
organization
organization

joint-iso-itu-t(2) ds(5) objectClass(6)
organization(4)

top

(0]

userPassword
searchGuide

seeAlso
businessCategory
x121Address
registeredAddress
destinationlndicator
preferedDeliveryMethod
telexNumber
telexTerminal ldentifier
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telephoneNumber
internationali SDNNumber
facsimileTelephoneNumber
Street

postOfficeBox

postalCode

postal Address
physicalDeliveryOfficeName
st

I
description

top

top

joint-iso-itu-t(2) ds(5) objectClass(6)
top(0)

objectClass

organization

(1) LGPKI
LGPKI ("LGPKI" ”LGPKI2”)
(0]
(0] name
(0]
(0]

joint-iso-itu-t(2) ds(5) attributeType(4)

organi zationName(10)
name
name
name
name
name
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joint-iso-itu-t(2) ds(5) attributeType(4)
name(41)

caselgnoreMatch

casel gnoreSubstringMatch

DirectoryString

.CA

LGPKI
RFC4519
RFC4523

organziational Unit

CA

CA
organi zational Unit
pkiCA

organizaionlUnit
top

organi zationalUnit

organi zational Unit

joint-iso-itu-t(2) ds(5) objectClass(6)
organi zational Unit(5)

top

objectClass
ou

userPassword
searchGuide

seeAlso

businessCategory
x121Address
registeredAddress
destinationlndicator
preferedDeliveryMethod
telexNumber
telexTerminal ldentifier
telephoneNumber
internationali SDNNumber
facsimileTelephoneNumber
Street

postOfficeBox

postal Code

postal Address
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physicalDeliveryOfficeName
st

[
description

organizationalRole

organizationalRole
top

organizationalRole

organizationalRole

joint-iso-itu-t(2) ds(5) objectClass(6)
organi zationalRole(8)

top

objectClass
cn

x121Address
registeredAddress
destinationlndicator
preferredDeliveryM ethod
telexNumber
teletexTerminalldentifier
telephoneNumber
internationali SDNNumber
facsimileTelephoneNumber
seeAlso

roleOccupant
preferredDeliveryM ethod
street

postOfficeBox

postalCode

postalAddress
physicalDeliveryOfficeName
ou

st

I
description

pkiCA

pkiCA

pkiCA

joint-iso-itu-t(2) ds(5) objectClass(6)
pkiCA(22)
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top

objectClass

CACertificate
certificateRevocationList
authorityRevocationList
crossCertificatePair

"Organization

(1) CA
CA LGPKI CA "Bridge CA U8" LGPKI CA
CA U8" LGPKI CA R2 " Organization CA R2”
organi zational Unit ou
CA LGPKI CAR2 "Application CA R2"
organizationalRole cn
ou ou name
ou
ou
joint-iso-itu-t(2) ds(5) attributeType(4)
organi zational UnitName(11)
name
name
name
cn cn name
cn
cn

joint-iso-itu-t(2) ds(5) attributeType(4)
commonName (3)

name

name

name
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pkiCA
CACertificate
LGPKI CA LGPKI
"CA Certificate;binary”
cACertificate
cACertificate
cACertificate
joint-iso-itu-t(2) ds(5) attributeType(4)
CACertificate(37)
certificateExactMatch
Certificate
(3
crossCertificatePair
LGPKI CA LGPKI CAR2 CA
CA pkiCA

crossCertificatePair
"crossCertificatePair;binary"

crossCertificatePair

crossCertificatePair

crossCertificatePair

joint-iso-itu-t(2) ds(5) attributeType(4)
crossCertificatePair(40)

certificatePairExactM atch

CAR2
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cACertificate
LGPKI CA CA LGPKI
pkiCA cACertificate

"cACertificate;binary”

cACertificate

CA Certificate

CA

cACertificate

joint-iso-itu-t(2) ds(5) attributeType(4)
CACertificate(37)

certificateExactMatch

Certificate

(4) CRL
CRL pkiCA
certificateRevocationList
"certificateRevocationList;binary™

certificateRevocationList

certificateRevocationList

certificateRevocationList

joint-iso-itu-t(2) ds(5) attributeType(4)
certificateRevocationList(39)

certificateListExactMatch
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CertificateList

(5 ARL
CA CRL pkiCA
authorityRevocationList
"authorityRevocationL.ist;binary"

authorityRevocationL.ist

authorityRevocationList

authorityRevocationList

joint-iso-itu-t(2) ds(5) attributeType(4)
authorityRevocationL ist(38)

certificateListExactMatch

CertificatelList
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LDAPV3

BindRequest
Bind BindRequest

version 2 3
name " 0 )
authenticaton.simple ™" ( 0 )

Bind Response
RFC4511 4.2.2

Unbind Request/Response
RFC4511 4.3

Search Request
RFC4511 4.5.1

derefAliases neverDerefAliases
typesOnly FALSE
filter approxMatch extensibleMatch

SearchResEntry/ResDone/ResRef
RFC4511 4.5.2 453

SearchResponse
RFC1777 4.3
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1.1.

S B ht as(TCP/ 4 4)3

CvsS

1-1




Cvs

2.
OCSP(RFC2 B0)
oID
OID: 1.2.39 20 010.10
2.1 OCSP Req ast
211 OCsP OCSPRequest
RFC2560
requestExtensio 8 no oe
acceptableResp oses, 0 fio alSignature
21.2. OCSP singleReq estExtensio
OCSP Request singleRequestExtensio B
2.1.2.1. (subscriber)
su kcriber
Extension
2-1
Object id 1.2.39 20 010.10.1 :su kcriberCert
Critical flag Critical
Value X580




2.1.2.2.

(su kcriber) (Trust Anch o su beriber
Extension
Trust Anch o
2-2
Object id 1.2.39 20 010.10.2 :intermediateCerts
Critical flag Critical
Value X580

2.1.2.3. CA(Trust Anch g
(relying party)

(Trust Anch p

® CA
Extension (relying party)
(Trust Anchor)
LGPKI LGPKI
2-3 (Trust Anch o
Object id 1.2.39 20 010.10.3 : trustAnch oCert
Critical flag Critical
Value X506




2.1.2.4.
(relying party)
o Ject id

Extension

Object id 1.2.39 20 010.10.4 : requiredPol cy

Critical flag Critical

Vaue object- id

2.1.2.5. req ire-expl cit-p bcy
(relying party) req ire- expl cit-p bcy
require- expl cit-p bcy
req re-expl cit-p bcy
Extension
LGPKI Extension “oC )

2-5req ure-expl cit-p bey

Object id 1.2.39 20 010.10.5 :require-expl cit-p bcy
Critical flag Critical
Value 0-x x(irteger)




2.1.2.6. in tbit-p bcy-map g
(relying party) inhibit- p bcy- map mg
in tbit-p becy-map g
in tbit-p bcy- map ;g
Extension
LGPKI Extension

2-6in bit- p bcy- mapping

Object id 1.2.39 20 010.10.6 :in Ipit-p bcy-map g
Critical flag Critical
Vaue 0-x X(irteger)

2.1.2.7.

(relying party)

Extension
( )
CRL/ ARL
2-7
Object id 1.2.39 20 010.10.7 : resp oseFormat
Critical flag Critical
Value 0 1(integer)




2.2.
22.1. OCs
RFC2560

responseExtensio a8

OCSP Resp osa+
OCSPResp osae

no oe

nextUpdate

22.2. OCS

OCSP Resp osa

2.2.2.1.

Extension

101
20:2
20:3
20:4
205:

20:6

301

30:2

90:1
90:2

singleExtensio A

singleExtensions

Pol cy Map mgs

ocsP

(good)

Any- Pol cy

CertSatus u known

Object id

1.2.39 20 010.10.8

: certPathSatus

Critical flag

Critical

Value

0-x x(irteger)




2.2.2.2.

Extension
2-9
Object id 1.2.39 20 010.10.9 : CertPath
Critical flag No rCritical
Value X.50
2.2.2.3. CRL/ARL
OoCcsP
CRL/ ARL
Extension
2-10 CRL/ ARL

Object id 1.2.39 20 010.10.10 : revocatio hist
Critical flag No rCritical
Value CRL X.509




2.2.24. OCSP

OoCsP
ocsP
Extension
2-11 OCSsP
Object id 1.2.39 20 010.10.11 : OCSPResp osae
Critical flag No rCritical
Value OoCsP RFC2560
2.2.2.5.
Extension
2-12
Object id 1.2.39 20 010.10.12 : map pdPol cy
Critical flag No rCritical
Vaue object- id




https(TCP/ 44 B

3.1

HTTP
31

1 Request- | ne POST / HTTP/1.0 CR+LF
2 entity- header Content- Type: ap pcation/ osp- request CR+LF

Content- Length: N CR+LF
3 CR+LF
4 entity-b dy
(1) CRLF ACII 0d(16 ) Oa 16
(2) N entity-b dy
(3) (ACII 26 )

3.2
32

1 Satus-1 ne HTTP/ 1.0 200 OK CR+LF
2 entity- header Content- Type: ap pcation/ osp-resp ose CR+LF

Content- Transfer- Enco thg: Binary CR+LF

Content- Length: N CR+LF
3 CR+LF
4 Entity- body
(1) CRLF ACII 0d(16 ) Oa 16
(2) N entity-b dy
(3) (ACII 26 )




4.1.
LGPKI
4-1
1)
- OCSPRequest
tbsRequest TBSReq ast
requestList SEQUENCE OF Req &st
- Request
reqCert CertlD 2
hashAlgorithm Algorithmldentifier
algorithm OBJECT DENTIFIER 1.3.14.3.2.26
parameters NUL L -
is e NameHash OCTET STRI § 20
is werK gHash OCTET STRI © 20
se il Number CertificateSerialNumber
singleRequest Extensions [0]
- Extensions
(subscriberCert) Extension

extnld OBJECT DENTIFIER 1.2.3 2200 @0 O A

critical BO O EAN TR E

extnValue OCTET STRI §

- Certificate subscriber

(intermediateCerts) Extension 3

extnld OBJECT DENTIFIER 1.2.3 2200 @ A @

critical BO O EAN TR E

extnValue OCTET STRI §

|- Certificate
(trustAnch oCe 1) Extension

extnld OBJECT DENTIFIER 1239220000 B
critical BO O EAN TR E
extnValue OCTET STRI ©
- Certificate CA
(r quir @Pol cy) Extension 3
extnld OBJECT DENTIFIER 123922000 &t
critical BO O EAN TR E
extnValue OCTET STRI ©
- OBJECT DENTIFIER (e]]»]

(r quire- expl cit- pol cy)

Extension

extnld

OBJECT DENTIFIER

1.2.3 2200 0 O &

critical BO O EAN TR E
extnValue OCTET STRI ©
- | REGER req ire- expl cit- pol cy
(4
(in Hpit- pol cy- mapping) Extension

extnld

OBJECT DENTIFIER

1.2.3 2200 0 O G

critical

BO O EAN

TR E

extnValue

OCTET STRI ©
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- | NEGER in Hbit- pol cy- mapping
(95
(r sponseFormat) Extension
extnld OBJECT DENTIFIER 1.2.3 2200 0 A O/
critical BO O EAN TR E
extnValue OCTET STRI §
[- | REGER
request Extensions [2]
- Extensions
(nonce) Extension
extnld OBJECT DENTIFIER 1.3.6.1.5.,5.7.48.1.2
extnValue OCTET STRI §
- No ne 6 1 32
CertID Su bkeriber
OID Extension
OCTET STRING
4.2
LGPKI
4-2
)
- OCSPResponse
r gponseStatus OCSPResponseStatus 0
r gponseBytes [0]
- Resp nseBytes
r sponseType OBJECT DENTIFIER 1.3.6.1.55.7.48.1.1
r gonse OCTET STRI ®
- BasicOCSPResp nse
tbsResponseData Resp nseData
r spon d ID Resp nde ID([1])
- Name CVs
su fect
prod uedAt General zedTime
r §onses SEQUENCE OF
SingleResp nse
- SingleResp nse
certlD CertID
hashAlgorithm Algorithmldentifier
algorithm OBJECT DENTIFIER 1.3.14.3.2.26
parameters NUL L -
is @ NameHash OCTET STRI © Request
is werK gHash OCTET STRI © Request
se ielNumber CertificateSerialNumber Request
certatus CertSatus(CHOICE)
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| unknown

[2] Unknowninfo

thisUpdate General zedTime
singleExtensions [1]
- Extensions
(ce tPathSatus) Extension
extnld OBJECT DENTIFIER 1.2.3 9200 @ 0. B
critical BO O EAN TR E
extnValue OCTET STRI §
[- | NEGER
(ce tPath) Extension 3
extnld OBJECT DENTIFIER 1.2.3 2200 @0 O ®
extnValue OCTET STRI §
- CERTIFICATE
(r 'eocationList) Extension 3
extnld OBJECT DENTIFIER 1.2.3 2200 0 A A0
extnValue OCTET STRI §
- CRL CRL/ ARL
(OCSPResp nse) Extension 3
extnld OBJECT DENTIFIER 1.2.3 9200 0 O (L1
extnValue OCTET STRI ©
- OCSPResponse OCSPResponse
(map pdPol cy) Extension 3
extnld OBJECT DENTIFIER 1.2.3 2200 @ O a2
extnValue OCTET STRI §
- OBJECT DENTIFIER OID

r gponseExtensions

(1]

- Extensions
(nonce) Extension
extnld OBJECT DENTIFIER 1.3.6.1.5.5.7.48.1.2
extnVaue OCTET STRI ®
|- No oe Request

signatur Algorithm

Algorithmldentifier

algorithm OBJECT DENTIFIER 1.2.8 0113 8 9.1.11

parameters NUL L
signature BIT STRI ® CVS
certs [0]

| - SEQUENCE OF Certificate | CVS

1
u known
OID Extension
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® sha2 BWIithRSAEncryption

2221

sha2 BWIithRSAENcryption
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