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+t a3 Lo AR — 1+ for PublicID CA : https:/repol.secomtrust.net/spcpp/pfm20pub/

2.14.1 BB D 2B

LGPKI D% CA #5173 5 % MEAEUE & AEUE 0 A APk & WA+ 5 W8T 5 J iR
(CRL/ ARDDABICBIL TRk 5. © TR, EICHMIENIT L CRUARL @ ) F2 b ) %
~DFEHN - HIBR « HHIC O WTEHIRT 3,

AEAAE S CRL 72 £ @ ASN.1 Ofi&E % S DN 4 F U 7 — X (L, AttributeDescription ¢ @[ Binary |
A7 avEEEL, N F IS L TINS5,

R 2 — 1ICHAERETER & SR LGPKI A58 U R & U ~ DA% - HIBR - BEHT OBfR 278 L .
KELARE TR R E 2 Rdib 5 5.

F 2 — 1 AHEHROEIIR LGPKI 2B ) B+ U~ - HIFR - 5557
B=X LGPKI | 8= LGPKI | ZEVPYX LGPKI
71U v Y CA HHA% CA FHA% CAR2
DL DRI D ALT
FEAN O O O
P FREERE ] HilBR O O O
BT O O O
. o FAA - - -
IV FIZVTATA4 — — — —
3 B HIFR
BT - - -
OB 4 il © _ o
IS O — O
) FEAN O — O
Vv 7 REHE
ENES O - O
- M O O O
N
IS O O O



https://repository.secomtrust.net/SC-Root2/
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/
https://repo1.secomtrust.net/spcpp/pfm20pub/

Bt

BT O O O

O+ JBERR, — @ BN RAL
IV NI VT AT 4 MEEHEIE. VRS ) ESDEREINEZ T DR,

FANIT DT DER 2 21T RFC4523 DEtilbic L7239 b D& T 5,
DIFofEHEIR. VRS P HNOKIHRNRO T v b ) ICEBUISH I 2 EEsH 2, 2o
7= D HIBR-CHEHRFIC T, WNRE R ZAAZFLANCEEZ S 2 0w X 5 LT nid s iy,

® % CA TV I YUD cACertificate JEMEICH I N5, HCELAHAFKL Y v Z7iEHAEFD
l./ < i*aﬁ:ubu DiEHHi:
® 7V vYCAIV YD crossCertificatePair JEIEICIMN X 5. HARIEEHAE~RT

K2 — 2 ICHFAER & HBPUR LGPKI #i ) A b U ~DH&HN - HIBR - EHToBIfRZ R L.,
KEALARE TR AE 2 Rdid % .

#£ 2 - 2FGHEWROMA Y K2 ) E~OMHN - HIFR - 58 (O @ UBERR, — - WE RS

FERTZTY v | B HIUKAHA | BERT 7Y
Y CADUE | CA DU | CARZDMLEE | F— a3 v

CAR2 D LH
& O O - -
FAFRRERERE | HIFR O O — -
T O O — -
IV INZVT4 ﬁ;ﬁj _ _ _ _
- 7R - - - -
7 4 FHREHE i — — — —
. F&AH O O O O
HCO B4 aEHE i o o 5 5
Y v 7EEHE F&AH O O O —
HIl B O O O —
& O O O O
FKATE HIlFR O O O O
ST O O O O

AT DT D 2013 RFC4523 atiic L=85 b e § 3,
UTFOIFAEITZ, VAR MY NOKEINSRO Ty b ) ICEBIRHE N2 ENERH 2, 2D
7= OHIFRPLHEHRAIC I, WNRE R ZHEDUIMCEE RS 2w X S I LR bRy,

® % CA TV YU®D cACerttificate JEIEICHMN S NG, HEELIEHZER Y v Z7iEIAED
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L < (3 A RRGERE
® BCA TV I U D crossCertificatePair B ICHEAN X L5, tHAGRAEAEIHE =T

2.14.2. *EEWL\I:IEEIEEE%@%%N'ﬁIJ%
(HFBEERELEEBAZE D& HR
7) FEZ=RLGPKI 7Y v ¥ CA D CA TV Y ~DIHH

FE=XRLGPKI 7'V v ¥ CA Mt CA ~FITL 72, H 5 W idfh CA 2 SFAT X - B EREEAE
HZED U RY + Y E~DIENIZ. RO T,

s b Y H=XLGPKI 7V vy CADCADTYV Y

e
LR B 7 s T (joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

Y/ b7 TR

AN 2 B4 crossCertificatePair J& {4

JE Al oY CertificatePair

A2 7 14— F1 Forward 7 4 =/ F | fth CA A5 =R LGPKI 7'V v ¥
CA DRFSEICESA L 7= AFE
Ak AR

o

Reverse 7 4 — /L F =X LGPKI 7'V v ¥ CA 2Mth

CA DAFHSICES L 7-MH AR

AEAIEAH

%E*ﬁz CA CAHEFRAEL 72 | MHAEFRIEL 72 CA T o @ & L Tigiid 2
ity oEHEfEO T

MAEFRREREIHE ORI, M A RRREREIHE < 7 2 /65T % 2 D OREIHE 28 /5 i o 72 Kf 5 ©
fToTh, VARV P UVENMEHTE BIRIBIC TR 57277 5 DFERFEAIT L T X\,

¥ 7. FHZRLGPKI 7'V v ¥ CA 2855 =K LGPKI flfk CA ~F17 L 7= A RRAERE-HE D Y
RY b VE~DEMIT, RO TIT I,

jEf3 2 v b Y B=RXLGPKI 7V vy Y CADCADIY I
AT 2 v b U A F7 | PKICA
L B 7 A T (joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
Y/ b7 TR
K3 2 JE 14 crossCertificatePair J& {4

! International standard 9594-8 ITU-T RECOMMENDATION X.509 (03/2000) Cl3, 1T
forward / reverse & FRKil I N T\727 4 — F % issuedToThisCA / issuedByThisCA & FKid L T\
%, L2 L. AFHCTIEHBUMGEGEREEEH AER ELRRE & 0B A2 FE L forward / reverse & Kald
%,

12
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JEEAE o 7Y CertificatePair

i 274 =L F Reverse 7 4 —/ F | =KX LGPKI 7'V v ¥ CA 2855
= LGPKI #f% CA D fric
B4 U ARG
@WCA&ﬁEmﬁtf MEAFRFEL 7= CA e ichloJEMfE L L Cigis 5
Bt O @ EfE P

A) 5 =X LGPKI #l#% CA ® CA =~ } ) ~DI&HH
=R LGPKI 7'V v ¥ CA 23T L 7255 =X LGPKI Al CA 1< 03 2 M A 52 REAE A 1< BY
LCiE, =X LGPKI #Hi#k CA D v }F VICkiNT 5, H=XLGPKI 7Y v CA DIV |
VITIHBIIL v, UERY b Y E~igiE, XRoEXTiiodbobd3,

2z b Y =X LGPKI ffki CADCADZ YV}

fiis 5= b ) piRe | FCA 2) ds(5) objectClass(6) pkiCA(22
t-1s0-1tu-t t
LR B 7 s T (joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

Y/ b7 TR

¥AN3 2 @ cACertificate J&
JE Al oY Certificate
BT s74—1F Reverse 7 4 —/L F B =X LGPKI #H##k CA 2356 =X

LGPKI 7'V v ¥ CA DiNBasIC

B4 U B GRGERE

%Eaﬁz CA CAHEFRAEL 72 | MHAEFRIEL 72 CA T o @ & L Tigiid 2
ity oEHEfEO T

7)) HPUX LGPKI fH#k CAR2 ® CA = v + U ~D¥&HH
VU LGPKI fHfk CAR2 23t CA ~FIT L 72, B 2 W3t CA 2> 5 FAT X 7= M A ZREEREH
EHEDYKRY b YFE~OKMIT., XA TITH,

sz b Y HPUR LGPKI #H#%k CAR2 D CAD v + Y

t&iNT 2T b Y A3FE7- | PKICA 21 ds(S) obiectClass(6) SKICA(2
. . t-1s0-1tu-t
BRI D A T (joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))

Y/ b7 TR

Ans 3 B4 crossCertificatePair J& 1t

JE Al oo Y CertificatePair

Mg % 7 4 — L K2 Forward 7 4 —/ F | fli CA 235EPUR LGPKI #H#% CA
@_/L\\Fﬂ%ﬁ% %‘% Lf’*ﬁﬁuuu HE
BHE

2 International standard 9594-8 ITU-T RECOMMENDATION X.509 (03/2000)Tix. 2N F T
forward / reverse & FRKilI N T\ 727 4 — F % issuedToThisCA / issuedByThisCA & FKil L T\
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Reverse 7 4 — /L F FPUR LGPKI #HA% CA 23Mth CA

DRBFAHICE 4 L 7 H A ZGEGE

M

%E*ﬁz CA LMHFRAEL 72 | fHAGEEL 72 CA T ichlofEMfE & L Tiins 2
Bt O @ EfE P

*Hﬁnun nﬁﬁﬂi@itg‘ﬂ*‘] i *Hﬁznuu nEHHE'\T %*%Ekj—é 2 O@nEEH%i))ﬁﬁﬁﬁo fCH%).J—:T\VC
fToTh, UKRY b UEMEIATE 2IREBIC TR o 72772 LRERFIEAI L TH Koo,

(2)tB B FRELAEFAZE D HIBR
M AGRAEAERAE O HIBR I, XD X 5 A ICE T 5,

® [ CA FAT L =M AGEREAEHE 2 K4 L 7255

o FHARAET 2HFD CA 23H CA | ﬁbf%ﬁwjﬁﬁm AEAAE A KA L 7 T L 3,
FATL 72T D CA 22 Ll S -85

® VKRYbMYEHERNICHELET 2HAZGEGRERAZF SR, b LI, FIlkInizZ e 2o 7
Bty

2.14.3. B ERRAER VY VLA E DB - HIFR

BZXLGPKI 7V v ¥ CA. B CAZEOHCELIHEIX 10 EREITH L, 2D I b,
i 5 ER D AH A EREEEEHE O FRITICHEA T %,

(HWBECZEBLIHAE. ) UV AEDOKHK
=R LGPKI 7'V v ¥ CA, ##k CA FXUEIR LGPKI 77V 77—+ a v CAR2 2°H 5
DRFRICH S OMERTEA L CRITLZHACEAIHER YY) v 7 HEFEO Y K + V5§
~DIEIIE. ROERTITI dbD e 3, b, 5= LGPKI Mk CA 1. HOELIIHEK
Y v 7 AFHEOFPUR LGPKI 2B ) Y b U ~DRE#I3Th 70,

BT sz Y CADT VLY

&g 2= v b Y 237 | PKICA

AR b A 7 (joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
Y/ b7 TR
AN 9 % cACertificate J& 1
JE Ml oY Certificate

%, L2 L. AFHCTIEHBUMGEGEREEEH AER ELRRE & 0B A2 FE L forward / reverse & Kald
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RO HCELIWE K | #ITENHCELAAFELVDY v 75EHF 2 & il
OY v 7atEZ R0 | ORMEE LT 5
B OBIEMEDOR

QBECELIAERVY VY EREDHIR
CA IZ.CA = ¥ } U N D cACertificate BIEFH DFEIHZE OHIFR % . KD X 5 G HICEmT 5,

o FHHENALH, HEAHECIHHIEZ R L -85E
o FHHEDOHMMARIUIN -4

2144 KNEHROEMNEEH

(HERENERDIE A
CA DSFAT L 72iFHEDOFFHESS Y R b id. &KilfHFE D cRLDistributionPoint f54R IC/8 X 1L
72V bh), TR CADOI VRV ICKRINT 2D LT 5,

*ARL

i35 Y F-EFHE N @ cRLDistributionPoints TIEE X /=T v
V¥ERIZCADZ VY

AT 2=+ U272 | + cRLDistributionPoints TIEE X N7z v + U DA,

7 niE 7 & 7w oF 7 | CRLDistributionPoint
s _ (joint-iso-itu-t(2) ds(5) objectClass(6)
Y7 b7 7R cRLDistiributionPoint(19))

-CADIY YDA,

pkiCA
(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
¥AN3 2 @ AuthorityRevocationList J&E (ARL)
JE Ml o7 CertificateList
*CRL
(&2 F Y ZAEBHE M @ cRLDistributionPoints TIEE Iz v b

VFE/-IZICADZ VY
Wi 2=+ V2572 |+ cRLDistributionPoints CIEE & L7z v b U DA

72 niE 7 & 7\ o+ 7 | CRLDistributionPoint
s _ (joint-iso-itu-t(2) ds(5) objectClass(6)
Y7 b77A ¢RLDistiributionPoint(19))

-CADOT VY OEA.

pkiCA

(joint-iso-itu-t(2) ds(5) objectClass(6) pkiCA(22))
¥sAN3 5 @ CertificateRevocationList J&{E (CRL)
B Al o R CertificateList
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QEINBEHRDEH
TN IZ. nextUpdate £ TICHEH L R NiTm b\, T ORE, FEEEDOEHT% nextUpdate
XY ETICAT . FIHO KGR A — N — T v 7T 2 il 2% T CH ERZITS, Zhick
D, FEFESLHEEFIC K Y REIOEFIENIGEIC, KRNEWRD E o 72 < 2F E L7z WA 2
HEL 2w X S IcTE 2 REMED R E S 2 5,
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3 TV —Iavitk

3.1. =

ARETIX, LGPKI 2FIHT 27 7V 7 —v a v sz 5 ERE R stk 3 %, Fifge LT,
UT OB Z 723 L BREL 25,

77V — v a vETCRE T 5 AEE & RBNIEERIC X A R T IR S e
BHTNTY) RLT R 2 TN R b 70w

RS2 2 HH TR S X OREE L IREEA TE R T RIX 7R 5 7w

AEIE R KNG 2 e 3 2 B I IR AIRES 2 TR b 7

RS2 2 FECHAT 284 7 + —~< v MEABRER LT IER S R0

RV X — [l QKA B T e T E e 5 72

¥ 72 LGPKI &, IERERT 7V r—v = /@(nﬁﬁli%ﬁ@ﬂ‘%%%ﬁﬁ% fhOFEFE N A 4 v
& DEAM A2 B L T b, BERWICIE, AaREEEETH 5 GPKI & DR 74
M—%2EHL TS, 2070 \%WELT'GHH@ﬁmﬁﬁT%% BT 2RIk L A A 3
HEARRE (BB THAMER) CPEC 27 453 A 27 HSOE) ICE® b 2 FIHICHERLL 20 iE e b &
W,

B, I L TRV RAT LRSS HESERAT &Y — v XOFEFF I OWT Tk
AL TR AT LRSS PEH T 2K — R0 Y KL+ Y Tfl3 % CP. CPS
%%ﬂ@@g‘ &o

Security Communication RootCA?2 : https://repository.secomtrust.net/SC-Root2/
+ a Lo AR — b for Web SR3.0 CA : https://repol.secomtrust.net/spepp/pfw/pfwsr3ca/
+ a Lo AR — b for PublicID CA : https://repol.secomtrust.net/spcpp/pfm20pub/

LAFEClE. LGPKI ICEA ZfhikicowCitik 3 5,

3.2. SEBAZELEAHMIEHR (CRL/ARL) DZOT7A )L

LGPKI CEET L2707 7 A LOFEMICE L < THS A EMAEHBEREEAE - a7 7 4
NVERETE ] IR,

B, Mk CA FOFRITT HitHFE O (Subject) K3 — 1, K3 —21C, £33 LR
R — T for Web SR3.0 CA 23179 % Web ¥ — "GEBHE D4 % (Subject) %K 3 — 31, a4
X Z R — b for PublicID CA 23Ff73 % A —VHIEHE, 2 — N34 = v ZEHHEDOIZFHED
%% (Subject) #F3 —4FK 3 -3, £3— 51, H=2K LGPKI ik CA DFITT 2551k
HEHSIHED 4% (Subject) 33 — 6 IT/R"T,

x 3 — 1BAEYIH
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HARER e R A EDEEHI

c countryName BFIIHERFEEDEL JP

0 organizeitionName EFIAERFEEOHERBA Local Governments

I localityName BFIAEMAEOHIEE EERFFE (EEE

ou organizationalUnitName | EFIIBAEFA & DB I A AKERSE (REE
ou (*1) organizationalUnitName | EFIEBAEFAE QBB EMA (*2) FEEM2 (HEE

cn (*1) commonName EFHHERAEEOERAM EEeE (EE

(*1) ou. cn D&EFE

64 LT UNTINE 3 £ 5 R BFRICEET 5,
(*2) Ja. ZE. #i4 1%. organizationalUnitName % H > CFKIL 3 %, K organizationalUnitName I3
0~ 7o TEEICHWS Z K3,

* 3 — 2FIMEEHE

GCIE 64 LFLUNE WIHTHIRZH V. 64 XFERMZ 5 AREFEICO TR

AR R BER BRI EREA EDEEHI

c countryName EFIIREMmAEEDES JP

) organizeitionName EFIHEREEOHERBA Local Governments

I localityName EFIAEFRAE DO UGS MERFFE (KE

ou organizationalUnitName | EFiEAEREE DB E A A AFERE (REE
ou (*1) organizationalUnitName | EFFERAEFAE QBB EMA (*2) FTEErIE (HEE

cn (*1) commonName EFHREREEOEFLH A% (HE

(*1) ou. cn D&EFE

64 XFUNTINE 2 & 5 % AMICEE S 5,
(*2) . . #4 1%, organizationalUnitName % F\»C&KI1$ %, K organizationalUnitName 1.
0~ 7o CEEICH2 2 LAk,

GCIE 64 XFUNE WO IR H V. 64 XTFERMZ 5 AREFEICO T

SFBHEFITESR (AT TCSR] &9 ,) 77 ANICHKETE 29 7Y 22 PavER kI T

W37 ED Web =N ROEL Y — IO AR L Y, f8ET S

A4 & AR D A 44

FETD CSR 7 7 4 MERABAHRER Y& 1E. CSR 7 7 A MEBHHICHEE 3 2 @5l % D Fe

BZZITI,

#* 3 — 3Web ¥ — NELAHE

HAE R BR EABZ EDREH
c countryName Ea—FEZOFEFEE, JP
. EMANHFROET 2MEMREZ | RERBOHE
stE¥f=lds state or province s
f&iE. Tokyol [Tokyo-to]
— VN
| CoalioName EFARTEORMOTER (tF) | T2 BOWE
Y MEMN T D HRATHE E155E, rShiniuku Ci
injuku City |
- RR#ADHE
NHE :
o) organizeitionName FiA A HFEOHFEL MokyoJ [Tokyo-to
o . N m " xxxxx Prefecture Soumubu
ou (*1) organizationalUnitName | S8 XXV IL— T8, BIEATEE, IT Suishinshitsu
" H—N\OEEEM AL 2% (FQDN) .
cn (*1) commonName e www.pref.xxxxx.lg.jp

(*1) ou, cn DI

64 XFLANTINE 2 X 5 AVRICEE T 5,

GCIE 64 XLFUNE WIHHIRZH V. 64 LT ERFZ 5 H/IRFEICO TR
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Bt

# 3 — 4 XL HEEHE

AR IEE 3 R EREA EDEEHI

c countryName BFHREFEEOES JP

0 organizeitionName EFIREMAEDOHEBA Local Governments

I localityName BEFIAERAEDHIZA EERFR (HEEE

ou organizationalUnitName | EFIIBAEMAE DMABIE M2 A AKERS (REE
ou (*1) organizationalUnitName | EFiIHAEREEDMBELE (*2) FiEERFiE (XE

cn (*1) commonName EFHHERAEEOERAM EEEE (EE

E E-mail address BFHRAEREEDA—ILT FLR Xxxxx@pref.xxxx.lg.jp

(*1) ou. cn D&EFE

64 LT UNTINE 2 £ 5 R BFRICEET 5,
(*2) Ja. ZE. 14 1%, organizationalUnitName % H\» CFKIL 3 %, K organizationalUnitName I
0~ 7o TEEICHWS Z K3,

£ 3-33— K94 = /inE

GCIE 64 XLFUNE WIHTHIRZH V. 64 XFERFMZ 5 AIREFEICO TR

BRI R B EAER EDEEHI

c countryName Ea—FZZDFEFEE. JP

stFf=lEs state or province BELGL, ERTAOHE. &ih7a

B HEARDOET 2WMEF R EIEE,

I localityName éiéﬁjﬁﬁé%ﬁ(d)ﬁ'g"é%ﬁﬁﬁ%ﬁé MEFE (KE

0 organizeitionName Local Governments # B CTHEE. Local Governments

ou (1) organizationalUnitName WAHRNKERE ZIEE, U —/ VEEMM | xooxx Prefecture Soumubu
ZHEE TIEE&E, IT Suishinshitsu
wANKFAKLERTI— FEEEEE | CodeAdmin  of  xxxxx

cn (*1) commonName #% 9 CodeAdmin ZETE (*2) . ##i%. | Prefecture ({4} {7 7

TV r—2avRLERTHRERE.

) br—a vg)

(*1) ou, cn DRGE

64 XLFLANTINE % X 5 4RI EE T 3,
(*2) a2 — FEHETEOXRI L. FROBEMEA L WIRY CodeAdmin EE &35,

GCIE 64 XXLFLUNE WIHHIRZH V. 64 LFERFZ 5 H/IRFEICO T

# 3 — 455 LEE AR
A RER B BRI A EDEEH
c countryName EFIIHERFENES JP
0 organizeitionName EFIIREMAEDOHEBA Local Governments
I localityName BFIREMAEOHIEE MERFFE (KB
ou (*1) organizationalUnitName | EFiIBAEFTH A OB HE A4 AN KRS (GEEE)
s - BRI R Y bT—9 PR
cn (*1) commonName EBFHREREEOEFTLH

TLNEDSHHEI—F

(*1) ou, cn DEGFE

64 XFLANTINE 2 X 5 BABVRICEE T 5,

eI 64 XFLUANEWIHIHIR2H D, 64 LFEREZ 5 HFRFICONTIE
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3.3. SEBAZELELMIFER (CRL/ARL) DA A

LGPKI T EAMIC %@ﬂuwmﬁﬁ)f/b)%ﬁ%b%@ﬁ%i$%m%WCMﬂmU
ERFTEDDET D, 2D, EERNEICHEENT T L, FHEE Y R DRSS RREE D FFIC
SRTE RS> TLE ),

AAFEECRIVES P IHDORF—<=2DIT 2 RTFA L2 N Fu 77402 [6F4 L
7 b7z An] ICHET S,

3.4, HRERELT7IIIVX L
LGPKI CTILA PSR T HICHE- C, HREZFX T LT XLEZED D,
0 EBEXENRHLITNANIYALTEXL LT —42%, BELRIEEVPHGET 2 ICiZZzoT v
TN XL EBRTERITNIER S R,
o HRFAHTZATATY AT AT RAGERLICE DRI CcE AR b2 &)
ZRLTINIE RS R,

O N ANAPFICHEHBOBL T NI Y XD 556, il SAHhICH 22 ToOT LY X
LERRTELRTNIER S R,

3.41.7)IL3YX L

IV RZVT 4 T4 3BEAWAT S, BREMEALEZBLT AT Y X L2y R—FL T
W T iE7e 6 7o,
FHIE LCELTATY LU T2HAW 3

®  Sha256WithRSAEncryption (1.2.840.113549.1.1.11)
® shal WithRSAEncryption (1.2.840.113549.1.1.5)

75 3. shal WithRSAEncryption |3i# 5D A D =D ICHF—+ 35,

342 BE

FELWEEE 3, BAREPHEH T RREOEXAEZMGELTE LT e o rv, TG Y RIC
GENZRTCOHMHEFEOEBEL ZZORRCHEECTE 2T NIEAR LR, Z2D7D, Dt d
LT DR TOBARGEED T & 21T 5k,

® RSA, 2048t v FET

3.4.3. R/ N\ RADBE- BRI A X

FUEE S A DRESE - MGEEICBE U T3, BURREEFESAN AoE A MR (BITHARIR) CFRK 27
3 H 27 HYUE) ICRCHRO B IcHERL 3% Z L S ZETH %,
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3.5. LGPKI IZ&IT+54Fi1& DIT DRE

3.5.1. 3 74 XTI

LGPKI IC &1 24 HTE LTl generalName @ directoryName % > %, issuer X UF subject b
% 7 directoryName T® %, directoryName (Zi#kAl%. 370 b —{ELL L OGR4 D > — 7
VATH Db,

T2 TIEEANAL R % O ER T H 2 AL o TREC T, iEHEFE~D Tz v a—F
HRICOWTHIET 5, UBAETIE, FFCHoRWRY A% ] Ll Tw 3846, N
HLbEL D ET S,

INSITJFEHAIE LT RFC5280 DHEIC L7285 b D &3 325, LAF Tt LGPKI ICB T %%
RLEIHIC O W CRIR T %,

352 T a—K&847

subject < issuer T 5 DN 25t 3 2 X F 2 — FicDw»wTid, AL LT UTFS String
AV, 2L, 77U 7 —va v CAEPORITEINZRFHZFICOWTIE, Yif Printable
String THITT 5,

3.5.3.issuerAltName B U subjectAltName

issuerAltName X U} subjectAltName @ directoryName IC DWW Cld, HAZBXRILZHMNT S L
b TELHDLT D, ZOHA, Tva—FXA 7T UTFSString & L& Fid7 o v,
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4 FEBAERELIY—/\DFIA

4.1, =

LGPKI Tl YR LGPKI AEFHE MY — N 1355 =K LGPKI 7'V v ¥ CA XI5 PR LGPKI
i CAR2 IC X o ClAEEI N2, F 7. AEHERGEY — N2 HIH 3 2 Dk, =X LGPKI 7
U v CA NITHEVUR LGPKI il CAR2 2 F 7R M T v A — & ¢ 2 AN MK OBEE b
LR IEZ NICHES ZRFIAEMGES CH 5, T 7z, MR & 72 23EHFE X, LGPKI 23%1T3 %
AEHE D 1320 1C, =R LGPKI 7Y v ¥ CA KUY LGPKI #Hf% CA R2 234H AFZGEE L T \»
2t CA 23F4T L 723EHE T H 2, HEPUKR LGPKI ERHEMGEY — N 13, LGPKI 28%&17 L 725EHH
HEMEET 2 F I L, GEAERGE & v 9 ER MR B D AT, T 51, LDAP 12X 3
VUK LGPKI ABHY R+ )V ~D 7 7 A NEERF 10 L, SREEEHEHR % 24 3 2.
LGPKI 23 %AT L 7-iFHE 2 GEE T 2 fllo BHZBHT 2 b D TH %,

ARETIZ, TTHE=RLGPKI 7'V v ¥ CA XIFFHIUR LGPKI A%k CA R2 2342t 3~ % FEPux
LGPKI GIEFHFERRRE Y — NI DWW TR L, Z ORZAEHE Z RT3 5 =X LGPKI 7'V v ¥ CA
JX OVBEPUR LGPKI A% CAR2 & ZEPUR LGPKI FEFAEMGEE — 2 FIHT 2 MHE 2 74 7
v A T2 TR EARRIC OV CERIR T B,

4.2, FEBAZEAREE Y —/\AELEAE (VA GLEAE)

BPUXK LGPKI AFBHEMGEEY — N D EFIHE (X, =X LGPKI 7'V v ¥ CA X I35 /UK LGPKI
FHAR CAR2 03173 %, 72, AEBAEWMRGEY — 0 aEHH%GJ extendedKeyUsage (C (3 id-kp-
OCSPSigning % iXE T %,

4.3. VA7 EH
FPUR LGPKI GERHEMGE Y — %2 FHT 2 2 74 7 v F A TR E %Gl 4 5,
4.31. 9747 MU D AT

HPUX LGPKI SFFHEMEE Y — DL ARV AT — R ICEINI2BX AW T 2 081 H 5
720, 7547 v MIESOFHT 25 0UR LGPKI SFHEMEZE Y — DB #WREES 5 D4
BT OERERET 2HEDLD 5,

® SR IMTFVH—DIFIHE

4.4, SERAEMRII Y —/\@ETOraL

VYR LGPKI GFHEMGEE Y — N & DiEfE 7 1 b ariconTid, JlE1ITRd,

22



Bt

4.5. FEBAEREE Y —/ N\ D7 U Hl{H

VU LGPKI GEFAERRGE Y — N 1%, AMEAGERE Y — © 2 b F81T S L7 GEHE OMGEE % 17
5 BN IIEGRRE Y — & 2 D R EER % SR 3 % . LGPKI Tld. ZEPMYUXK LGPKI Gk BHZE M EE Y —
NOFFICY 72 o T AREAGEE Y — © 220 b LG D S B0 X 7z Hi s A e[k
SOFALFICRE T 5,
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5 OCSP LARRUE DFIF

LGPKI T, BPUX LGPKIIC T, £ a3 L+ 7 A b ¥ 2T L AR St EH 2 K305 —
EZADOCSP LAKRY X#FHAT L, TDOCSPLAFRYZILOWTIZ®ILMPITAPY AT
LA PEH T 2 KB — e 2D VKL + Y TARAT 3 CP. CPS &Mooz &,

Security Communication RootCA?2 : https://repository.secomtrust.net/SC-Root2/

+ 3 LN AR —F for Web SR3.0 CA : https://repol.secomtrust.net/spcpp/pfw/pfwsr3ca/
+ a3 Lo AR — 1} for PublicID CA : https:/repol.secomtrust.net/spcpp/pfm20pub/
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6 T4a4LOUNITOTF7ALIL

6.1. LGPKI IZH17+5 DIT #&&

ETODIVYT AT 4, BFELLTCHFFEORV—2DF 4 L2 F VIEHRY YV — (DIT) %R
5,

DIT DM IXE, %R id LGPKI ("LGPKI", "LGPKI2”) =2 v 7 ) &35, F=Ex
"LGPKI"BA FIZEE =X LGPKI 7'V v ¥ CA & % =X LGPKI ##% CA.ZEPUX LGPKI 7 7 ) r—3 3
v CAR2, "LGPKI2"EA FICEEPMUR LGPKI AH#% CAR2 & 3 %,

723 LGPKI I B W T FIT 9 % AEHFE O subject % issuer T X 1% DN % 5tib 32 ¥ 2 —

I %% Printable String ® CA & UTF8String @ CA 3% %, =X LGPKI 7'V v ¥ CA, # =X LGPKI
FHAK CA S VBB PYR LGPKI AHA#k CAR2 O3 F 22— F i3 UTF8String TH %,

6 — 112 LGPKI IZ 351} 2 DIT &% 74,

c=JP
—1 0=LGPKI
ou=Bridge CA U8
ou=0rganization CA U8
cn=Application CA R2:%
X B IRLGPKIFREVRS R
— 0=LGPKI2

ou=0rganization CA R2

6 — 1 LGPKI I 3 % DIT &
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6.2. DIT D&RIFZR

DIT & o &g iIcksn»w T, @Al IcHW2EEEZER 6 — 1D XS ITED B,

x 6 — 168 Z & oflEIER & Eiia

R il e=yie i JBHEEE LTV 15 51ME
R c "Jp"
sk ) "Local Goverments", "LGPKI", "LGPKI2", "Hi75 2> {A&"
ou "Bridge CA U8". “Organization CA U8”, “Organization CA R2”
5 =R cn “Application CAR2”
1 HIIE T IRk
HPURSE ou 5 A~ EHAR 4
HIREELLT ou W5 A M AR N AR A - AR
V—7 cn PR (AR

6.3. UIRI M) E(ZH S B 1EER
VRSP VFHIIKRNEINZ DV ) REEICOWTRT,

6.3.1.LGPKI a>T7

LGPKI 2 v T F%# KTV P ) 24247 227275 &E LT, RFC4519 ICED b
T\ 5 organization A 7Y =7 7 7 A HW 5,

organization 7Y = 7 b 7 7 ADEFE L organization &7 = 7 b7 T AD LA A TV <

7P 7R LTSREIND top ATV =27 I TRADERIF, FAK 6-2,. K 630D
EBHTH D,

#£ 6 — 2 organization A7V 7 F 7 T ADERE

(7Y =27 b2 724] organization

(7Y =2 FA+F] joint-iso-itu-t(2) ds(5) objectClass(6)
organization(4)

(1] s il

(EfiA7y =2 275 x]) |top

(g ] 0

[{TEEM) userPassword
searchGuide
seeAlso
businessCategory

26
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x121Address
registeredAddress
destinationIndicator
preferedDeliveryMethod
telexNumber
telexTerminalldentifier
telephoneNumber
internationaliSDNNumber
facsimileTelephoneNumber
street

postOfficeBox

postalCode

postalAddress
physicalDeliveryOfficeName
st

1

description

£ 6—3 topA 7V I I TADERE

(A7 =27+ 27 T 24]) top

(7 =27 FaEAT) joint-iso-itu-t(2) ds(5) objectClass(6)

top(0)
(1] R

[(EfiA 7Y 22 b2 52) | &L

(@AZE D | objectClass
(EERE%E] mlL

(1) LGPKI =2 v 7 F
LGPKI ® 2 v 7 F %K T 4HI("LGPKI", "LGPKI2") % #&# 3 % J&ME & L T organization #+ 7
Y P TRADRAERETSH S o BRI 5,

oBEDERKL Y o BED EfEMH: & LTI IS name BHOERIZ. 4K 6 — 4.
#z 6-5DLBYTH32,

* 6—-4 olEMoER

Ustt4] 0

(A7 =7 FaAl+]) joint-iso-itu-t(2) ds(5) attributeType(4)
organizationName(10)

(@R AEAED) name
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(IR AHLAN] name J& 7 % k7K
U] name J& 1 % k7K
& 6—5 name BHEDIERE
Ustt4] name
[+ 72 =27 FERHIF]) joint-iso-itu-t(2) ds(5) attributeType(4)
name(41)
@R AEAED) 7L
[ME&HA]]) <524—Fr> | caselgnoreMatch

caselgnoreSubstringMatch

=L

U A ]

DirectoryString

6.3.2.CA T

BZRLGPKI 7V v ¥ CA RV CAEFEART Vv M) KT 24727 b TR
LT, RFC4519 IZ/E®D LT 5 organizationalUnit 4+ 7'~ = 7 + 7 7 X & v, ZHICHEB) 2

7 A & LT, RFC4523

organziationalUnit & 7 = 7 + 7 7 ADJE
ATV VTR LTEREIND top ATV M TRADE

_SO)kBDVG@%o

#£ 6—-6

organizationalUnit D JE 7%

ICED HNTWD pkiCA 7Y =27 b7 7 2% 3,

#F M O organizaionlUnit & 7Y = 7 b 7 7 2 dD kA
T /AR 6 -6.%K 6

(A7 2 2 524])

organizationalUnit

(72 =7 F#EAF])

joint-iso-itu-t(2) ds(5) objectClass(6)
organizationalUnit(5)

(1] R il

[EfiA7Y =27 b7 FR]) |top

(g ] objectClass
ou

[FE)E1:) userPassword
searchGuide
seeAlso
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businessCategory
x121Address
registeredAddress
destinationIndicator
preferedDeliveryMethod
telexNumber
telexTerminalldentifier
telephoneNumber
internationaliSDNNumber
facsimileTelephoneNumber
street

postOfficeBox

postalCode

postalAddress
physicalDeliveryOfficeName
st

1

description

organizationalRole 7'~ = 7 b 77 7 R DEFE X U organizationalRole 7Y = 27 + 7 7 AD |
ATV 27 b2 7R LTCEHIND I top ATV 27 P TADERIT, KF£4FK 6 -7, K

6_3®kﬁof@5o

# 6 — 7 organizationalRole D JE#

(722 b2 524])

organizationalRole

(Ca AR VRS

joint-iso-itu-t(2) ds(5) objectClass(6)
organizationalRole(8)

(1]

[EfiATY =27 F 275 R)

top

(g tE]

objectClass
cn

(EEETE]

x121Address
registeredAddress
destinationIndicator
preferredDeliveryMethod
telexNumber

teletex Terminalldentifier
telephoneNumber
internationaliSDNNumber
facsimileTelephoneNumber
seeAlso

roleOccupant
preferredDeliveryMethod
street

postOfficeBox

postalCode

postalAddress
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physicalDeliveryOfficeName
ou

st

1

description

pkiCAZF 7V 27+ 7 7 ADERIIK 6 -8DLEBYVTH2,

#* 6—8 pkiCA DEFE

(7Y 222 724] pkiCA
[+ 72 =7 FERHIF]) joint-iso-itu-t(2) ds(5) objectClass(6)
pkiCA(22)

(] filigh 1Y

(EfiA7y =7 275 R] | top

[ ZEE ] objectClass

(= )E 1) cACertificate
certificateRevocationList
authorityRevocationList
crossCertificatePair

(1) CA &5

CA ZFr (8= LGPKI 7'V v 2’ CA ("Bridge CAUS"). % =X LGPKI #H##% CA ("Organization
CAUS")) & %\ ZEEPUX LGPKI fHf#k CAR2 (" Organization CAR2”) % &3 2@t e L <.
organizationalUnit # 7'¥ = 7 t 7 7 ZADMHENETSH % ou EMEZ W 5,

CA %% (VIR LGPKI 7 7V 7 —3 = v CAR2 ("Application CAR2")) % H&HH3 2 J@1k &
L T, organizationalRole & 7 = 7 + 7 Z RO MHABHETH % en J@HEZH V5,

ou EHEDERE. Ml ouElo FiiEEsE LTSI NS name BIEDERIZ. F4AEK 6 —
9. X 6—-5nLtEBYTH3,

* 6—-9 oulEMoER
UEt:4] ou
(72 =27 AT joint-iso-itu-t(2) ds(5) attributeType(4)
organizationalUnitName(11)
(@RUAEEED name
(GEEEesTiil) name J& 4 % k7K
Uzt name J& T % fif 2
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cn JBHEDOERM Y en B EAJEMELE LTSI N % name BHOERIZ. 4K 6 — 1
0. X 6—-5LtBYTH3,

x 6—-10 cnEHEOER

(GRS cn

[(F72 =7 FikAT) joint-iso-itu-t(2) ds(5) attributeType(4)
commonName (3)

@RS name

|GisEEesEiEU)| name J& 1 % 7K

[EHRE ] name J& 1 % 2K

(2 HEELIEHEK WY v 7 EiHZE
HOFEAGIAE RO ) v 7 FHEZ KNS 28 LT, pkiCA 7Y 227 + 7 7 2D
FaBEmeZEEETH % cACertificate JEIEZE FW 5,
HOBAWHER ) v 7 3EHE X B =R LGPKI 7Y » ¥ CA, HPUXR LGPKI fl##k CAR2
D3FFD,

Z DJEME 1 "cACertificate;binary" L FEET 2 Z L IC X o TEMMEDOZIFEL 2179,

cACettificate B D ERIIFE6 -1 10BN TH S,

&* 6—11 cACertificate JEIEDEZ

Vg :4) cAcCertificate

(72 =7 FERT) joint-iso-itu-t(2) ds(5) attributeType(4)
cACertificate(37)

@S AEAED L

[HE&HR) | <584 3> | certificateExactMatch

<#n—E> | &L

<MERPtE> | 7=l

[z R ] Certificate
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(3)$HEWUH HEHHE
M A FEREREAZE X kD — DD JEME WIS L%,

7)) crossCertificatePair J& 4
F=ZX LGPKI 7'V v~ CA ¥ PR LGPKI fifk CAR2 © CA =~ + VU TiF, fth
CA L DITH Y RD L 7= HAZEAAEHE S, pkiCA A 7Y 27 + 7 7 ZADFKE LB
e ZEJE T % crossCertificatePair J& M ICHAN X 115,
Z D&M 1% "crossCertificatePair;binary" & {§E 32 Z L I X o> TRMEMEDOZITHE L %
195
crossCertificatePair JEMEDEFKIIFRK 6 — 12D L B TH 5,

#* 6 — 12 crossCertificatePair &4 D £ 5

14 crossCertificatePair

(72 =27 A1) joint-iso-itu-t(2) ds(5) attributeType(4)
crossCertificatePair(40)
[ Bz ] L

[HE &35 H) <ge4—5g> | certificatePairExactMatch

<#Ir—8> | &L

& Fr 1 > L

[ A ~]) CertificatePair

4) cACertificate J&1E
BEERLGPKIAH# CAD CA v b U Tld, BH=RLGPKI 7'V v ¥ CA % 6 FfT
S NAAFEREREAE 23, pkiCA A+ 7Y = 7 b 7 5 A D cACertificate JEMEITHEAN X
ns,

Z DJEMEIX"cACertificate;binary" EfEET B Z L IC X - TEMEMOZFIEL #1795,
cACertificate JEEDEFEIIFR 6 -1 3D e B TH 5,

* 6—13 cACertificate JBEDEFHR

EHED) cACertificate

(47 =2 FaHT] joint-iso-itu-t(2) ds(5) attributeType(4)
cACertificate(37)

| @SR AEAED L
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[BEHA] | <se4—3F> | certificateExactMatch
<#Hn—E> | =L
<MEFFPE > L

(LR 99| Certificate

(4) CRL

CRL ZH#M T 2@ L LT, pkiCA A7 =227 b 27 7 ZAD

certificateRevocationList J& 14 % > %,

Z D J@ M 1% "certificateRevocationList;binary" L {8 €35 Z L I X o TRMHMEDOZ FHE L 2175,

certificateRevocationList JEM:DEFK IR 6 — 14 DL BV TH S,

X* 6—1411 CcertificateRevocationList & D E %
[E1:4] certificateRevocationList
CRAEYAY ViED joint-iso-itu-t(2) ds(5) attributeType(4)
certificateRevocationList(39)
(@R VACEED| L
[WE&HAN] | <584 5> | certificateListExactMatch
<ERPp—E> | =L
<MEFFPE> | &L
B ks S) CertificateList
(5) ARL

sOE BBmeAEETH 2

CA ICBI$ % CRL &N 2@ & LT, pkiCA A+ 7Y =7 b 7 7 ROEE LB aEEN:

T® % authorityRevocationList J&: % > %,

Z D J&@ 1 13 "authorityRevocationList;binary" L 5 €3 5 Z L IC X o TEBMEEO R T L 21T 9,

authorityRevocationList BYEDEEIZFK 6 — 12150,V TH S,

* 6—-125

authorityRevocationList J& 4 D JE 7%

U]

authorityRevocationList

(A7 =2 FiHT)

joint-iso-itu-t(2) ds(5) attributeType(4)
authorityRevocationList(38)
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@ VAHED | 7L
[RAHA] | <584—%> | certificateListExactMatch
<HEP—E> | =L
<MEF 1> L
s tErEsC] CertificateList
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6.4. JIROKN)EDA 3T —A 1Lk

VRV P YVERDTEI LAY AV IC LT, REMBSFIHAST 278 — 27 7Y 7 —
vavhrold, iEHE - HEHOWRELD 720 OFFRLEFROMELTHON S, JFRY P YERT LT L
NV R b VIS 2 YO EHR DBIEIZFF A E Ll

EEMI2FHT 27— 27 77— avii, LDAPV3 3 RK—r423bDLd 5,

BindRequest
a7 LI X % Bind D A% FFA[ 3 %, Z DE{5 . BindRequest X7 X — X ZLA T D L B0 TH 5,

version 2H 5 T3
name "z E 0 DT
authenticaton.simple "" (£ & 0 OCFH)

Bind Response
RFC4511422 ODHED LB Y LT 5,

Unbind Request/Response
RFC451143 ORIED L BY & T 5,

Search Request
LUN o FIELAMC D Tid, RFC45114.5.1 ORUED L BY LT 5,

derefAliases ¥ 7 A — & | neverDerefAliases D & & 3 5%,
typesOnly X7 X — Z L FALSE & L7 TlE7Zx b 72\,
filter THH IC2\>"C, approxMatch X U extensibleMatch (¥R — F L 7z,

SearchResEntry/ResDone/ResRef
RFC45114.52 R 453 DRIED L BY &5,

SearchResponse
RFC177743 DHED L BY LT 5,
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6.5. YIROM)ED T Yt X HIH
6.5.1. IR —

o Gl LCRAFLAR v, BERICKDET 72 A%FFA[T 5,
Z Ok, Bk 27 7 v AGIHHIA Y v —icfEv, —HER < &TOMEROS A ARE
m5H, HoWBIEROEHITTE v,

o VERYVFIVERFLI LN FY MY 2EH - M 2 15HE T T 28 FEE L
Tt KRN R T — FIc X 3G 21T 9. DI, #%ibd 27 72 XHlf#IA Y & —i
e, Tl - HiPH O EHRIC N 32 S8 - T - HIFRA ATRE L 72 56

6.5.2. 7OtR&IHAR) —
IFof#tic X 37 27 & 2l 2 £+ 3,

@ VEIVINIHERVP I NI RIYIICT 72 AAFELRDTD I FA4 T v MiTxt LT,
ETOERICNT 2SR 5 22,7277 L, — SO TR & ThvEEIcoWwTid,
SR 52 v, 610, FEERRT v P YicxL i, B2 L0
HMEIR % 5- 2 72\,

o EHIKLIEROD Z2BEBICHLT, VAV MIERTI LAY FY MY BEH -
M3 22 CoFRICOVT, S - HIHEREY 52 %, 61, =¥ Y o - HiFR -
WA ETEERE 52 5,
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FEBHEMRGE Y — N E 7 a b=
1. IZLDIZ

L1, REWIERRGE Y — SOF]H FIE

AEW B — S ORI TSV CRHIT 5,

235, AEW AR — S LA ERRGEY — B RO L0151, SSL (https(TCP/443)) D
Y GRAEE I B LIEIE £ T D,

(" smsarr—ex )

OFIME
@ T é&ﬂﬂ%@éﬂ—ﬂ (CVSN
\E i = i prayI=]

>

TN =g
PN

AR ERRGE Y — 3
TR ATa han

«
FEEREEY T4 T b ) ) -
ORI ERALISE DA

DREAERRFEZEE K
DIERK \\' //

ORTREE i E R S
DOHLY KL

\_ /

1-1  FERHERREEDITI

DFEIH ERRFEE SR O ERR
TV r—ar a7 AT, AEHERGEEREZ 2 UG AR ERHR
SE— AT IR AT ORI T T A — vy NCHERK T B,

QFFHERGEER O
TV —ar7ns T a0E, O TYER LT ZEIH Z M EEEsR 2 FE I ERGEEY) —
X(CVS)ITIEET 5,



2.1.
2.1.1

2.1.2

QFREEMRFEISEDZIE
TV —arrar g ML, GEFERGEY — /N (CVS) bR (E S4L7-FE T &
WRREISE & AT T Do ZOLEZEUTFEEREESEIL, 2 HLARE TR 3 5k
HERGE T — T 7B AT bW oo 74—~y heipd,  Fio, GEHERGE
I R OREIA ERGEY — XD B4 ORGEELT),

@FFAERIESE RO HL
TV —ar7ar T AT, GEH ERRGES A DAE B E R GRS RO H LA
179
G A==

OCSP(RFC2560) &~ —AL L | £ DY A GEH FEMEEY — S HICLL T O LI E#
T2, 728, PRI AT 5975 OID (A7 V=2 MBI 1IZR DL D& _R—AL LU THRET
HHDETH,

OID: 1.2.392.200010.10

AE FRRFEZ R (OCSP Request +4I155K)
. OCSP J:A& 8% (OCSPRequest)
RFC2560 DBLEIZHED,
7-72L . requestExtensions {Z nonce ZWZELT 5,
F7-. acceptableResponses, optionalSignature XV eW\WZ &5,

OCSP ¥LiEfENL  (singleRequestExtensions)
OCSP Request O¥L5EFE N (singleRequestExtensions) IZLL F DR AR E T 5,

1. FRAEXRE(subscriber) DREA E (W 2H)
FRRED X} G 725 subscriber DT R T 4T AREBHEEFRE T D,
Z® Extension [ZMH THD,
PEARER Iy ~DRRTE T 4+ —~ v MR FNR T,

# 2-1 BEERROFEREOHRE7 +—~ v

TubaVER | fEETLE %
Object id 1.2.392.200010.10.1  :subscriberCert MEER
Critical flag Critical

Value FEAAZE (X.509)




2.1.2.2. PHRERIE (T var)

FRAEXT 53 (subscriber)fll D /L —REEER) (Trust Anchor)?>5 subscriber DT R T
AT AETORERESE | FBRESAD—BERDAEAE LR E T D, 72721, A EREEY —
AN, R RE A B A RGE XA DO 2D DU MEHREL CTRIAT 720 THY, LT
FRELRENFEE G T/ A B BT 5D TIERW,

Z® Extension {347 v a ThY, BEFEE I HE THD,

Fo EEFEET D5 AL, FREE/ XAV T Trust Anchor (ZITVWVEER ENONEIZER
ETHIE,

PEARER I3 ~DFRTE T 4+ —~ v MR FNTR T,

* 272 PREEEOBREY 4 —~ b

TabaVER | fHETDE 5
Object id 1.2.392.200010.10.2 :intermediateCerts MEER
Critical flag Critical

Value AIEAA = (X.509)

2.1.2.3. CA(Trust Anchor) Dk BIHE# (47> a)
FREEAK AR (relying party) DMEFET AV —M8RE/R (Trust Anchor)Zik il 3572 D1
WEL TROIG AR E FTHEE T D,
® CA FEHE

ZD Extension |[$4 7' a Thd, AMELT G . MEEKIEH (relying party) SMEHH T2
JL—hRGER (Trust Anchor)id, REBAEMGEEY — MUl CRRE LTV — NERE R &72 %,

7272, LGPKI TiX, #7 LGPKI 7V ViRGE AL EZ R E T 22L&, ZHLSM
BESNIGAIT, =7 —%KT L35,

JEIRTR 3 ~DOFRE T A —~ v N IR FNR T,

F 2-3 JL—hEEEEE (Trust Anchor)iEBAEORE T +—~vh

TabaVEHR | fEETDE {5
Object id 1.2.392.200010.10.3 : trustAnchorCert AME E
Critical flag Critical

Value AIERA#E (X.509)




2.1.2.4. Wiz NERVY (AT var)
FRAEAKAETT (relying party) 23, FRAE/SAIZKI L Tl T _RERV 2 FRTHLE AT, &
DRV D object id ZARET D, Mil- T RERVBEEESNIZS A FEEREE—
I HEEL =3RS AR E SR S Rl B AT B,
Z® Extension [$4 7 aTHY, BEIEE A HETHD,

% 24 W ~ERILRET A vk

TuhaVEER | FRETDE e
Object id 1.2.392.200010.10.4 : requiredPolicy MEER
Critical flag Critical

Value AU D object-id

2.1.2.5. require—explicit—policy D FIEE (47> =)

WK IE S (relying party)?y, FRalE/ SAIZKHL T require—explicit—policy ZER 4555
|2, ®iHZ R E T 5, require—explicit—policy 238 ESINT=HA | FFIAERGET —N1%,
require-explicit-policy OFIFHSDFEIFEIRY S DFAET DL E MR ET D,

Z® Extension |34 7T a Thd,

LGPKI Tid, /= _EARY LB ESNI 6 20 Extension (ZHIZ0(E 1) %45
ETHZELET D,

#% 2-5 require—explicit—policy D FIHMER E 7 +—~ vk

TabaVER | feETDE fii %
Object id 1.2.392.200010.10.5  :require—explicit—policy MME E
Critical flag Critical

Value 0—-xxx(integer)




2.1.2.6. inhibit—policy—mapping O #JHAE (A7 a3 )
R HEE (relying party)?3. #RFE/ SAIZ%T L C inhibit—policy-mapping #3:K 4255
|2 ®iPAZFEE 3%, inhibit-policy-mapping 2MEEINT25E | FEIEMGE T — 1%
inhibit—policy—mapping O&FHA D FEAEIIRNY L~ o T BIELELIRN D k%*ﬁﬁ'ﬁ‘é
Z® Extension |$A4 7T aThbH,
LGPKI T, R~y V2 Z8E T %78 20 Extension [FHITHRELRVEE

—ﬁqéo

F 2-6 inhibit-policy-mapping D PIHUERR E 7 +—~ b
TuhVER | FEETHE 5%
Object id 1.2.392.200010.10.6 :inhibit—policy—mapping MEER
Critical flag Critical
Value 0—xxx(integer)

2.1.2.7. WWETr—~vh(FTvar)
FRAEAHEH (relying party)?’, FEFIEREEIGE L L GEHIT REEROL SV EHEET
Do
Z O Extension |34 7Y a Thd, (B MEHEIAER EORFERE RO HIRENT D, )
FRE FTREZR T WL~ L EB IR T,
® 0 FEMFEORGERROZIRAT (T 74/LH)
® I GEMHEORGEER RITINA T, FFE A KUY CRL/ARL 235,

YLy ~ DR E T +—~ v MR EITTR T,

#£ 2T IWWET7H—~<VIXE T+ —~>h
TahaVER | FBETHE 5
Object id 1.2.392.200010.10.7 : responseFormat IEER
Critical flag Critical
Value 0 F£7-1% 1(integer)




2.2, FFFAEKRZEILZ (OCSP Response + H45E)

2.2.1. OCSP FEAH

158, (OCSPResponse)

RFC2560 OFLEIZHED,
7-72L . responseExtensions |Z nonce ZW4ZH &9 5,
F7~. nextUpdate [T & LT 5,

2.2.2. OCSP ¥LiERE

15 (singleExtensions)

OCSP Response O ¥LaEE (singleExtensions) (UL F DI #RE R E T 5D,

2.2.2.1. FEPIEMGER R (KZH)
AERFERRGE GRAL SADIEEE K OMREE) OfE Ko — R B3 ESND,
Z @ Extension [ZMETHD,
AEERGEORE R — R 2RI T,
® 0: FRAE/ SADKEZED AL UIREERS 23 IE LV (good)

101:
202:
203:
204:
205:
206:

® 301:

® 302:

® 901:
902:

PR Sy

FRRIE, AR EEAR ]

FORE S AIZBADARIE THOREENE END

PORE NAN RSN U T REI E NS D

FRFE/ VAT Policy Mappings (2 Any—Policy 2355% € SV AFFAEN S £105
AR SAVZHIFNTE L L CODREIENE D

FRFE/SAIZ OCSP T CertStatus 73 unknown LIS ESHAFEHENE
)

AIE B ERRRE R ATHELE L TR WS 5 7 LT Y X A D RRGIE SRR E A
HEND

AEAE MR REZSRIZHEE L CUOVRWIE 57 LTV X LD FRGEAFEL LI
FANT I —DFEMFE, F2iX, FOm T NE D
RAERAERRGIE T — MU CER O Z AHT A E R LT
FURWFA LT IR0 T

DK ET A —~ v N IRFNRT,

# 2-8 FEMAEMGERE R E 7 A —~ b

Zuha)VER

fEE T 5fE {FES)

Object id

1.2.392.200010.10.8 : certPathStatus VINENGE =

Critical flag

Critical

Value

0—xxx(integer)




2.2.2.2. FRFLSA (AT ay)
EFE LT GRAE SAD ERE EA R ET D,
Z® Extension |47 aTHY, 1 DFIFEEGEEIND, GEHEMRGEERDISE
74—y N CIRAINERESN TWDIGAE IRV ESND, )
JLERER 3 ~DFRET +—~ v MR B IR T,

F 2-9 T RABE T4+ —~< ok

TuhaVEER | FRETDE e
Object id 1.2.392.200010.10.9 : CertPath MH E
Critical flag Non Critical

Value AEBE (X.509)

2.2.2.3. CRL/ARL (F 7 =ay)
HESEUT-RERE S ADGEMA FIZHOW T, GEMIEIEITH (OCSP L AR 2 fR<) H3FEITL
7o KZNV AR (CRL/ARL) 5% &7 %,
Z O Extension (347 aThY, 1 DFITEEEHESIND, GEHERGEEROISE
74—y NCIRAIMER SN TODEE IRV ES NS, )
JEAEER Y ~DRRET 4 —~ v MR IR T,

7% 2-10 CRL/ARL BB E74+—~ vk

TrhaVEER | FRETAE {5
Object id 1.2.392.200010.10.10 : revocationList MH ERE
Critical flag Non Critical

Value CRL (X.509)




2.2.2.4. OCSP VAR HDHDIRE (A7 ay)
ML RERE N ADFEEIZ DUV TC, FEREHATH (OCSP L AR HITIRD) M HIFT
L7z OCSP JS BTG MA R ET Do
Z® Extension T4 7T alTHY, 1 >0FIIEHERESND, GEHZERIEZEROILE
7 — N CIRANEREN CODGE A IRV ESND, )
PEIRTR ST ~DFRE T A —~ v M IRFNR T,

F 92-11 OCSP L AR A SO ISR E T +—< vk

TubVES | FRETLME e
Object id 1.2.392.200010.10.11 : OCSPResponse THEEFR
Critical flag Non Critical

Value OCSP L AR 27 — 4 (RFC2560)

2.2.2.5. WELIZARIY (AT vay)
HESEUTZRERE N ADREFIZ DWW T, BRERTREL TH RN L 2R ET D,
Z O Extension (347 aThY, 1 DFITEEEHESIND, GEHERGEEROISE
74—y NCIRAIMER SN TODEE IRV ES NS, )
JEAEER Y ~DRRET 4 —~ v MR IR T,

£ 2-12 WA LR ET +—~ vk

TrhaVEER | FRETAE {5
Object id 1.2.392.200010.10.12  : mappedPolicy MME E
Critical flag Non Critical

Value AU D object-id




3. EXTZA—~vh
SERAERREEEL R | IR T FNE R https(TCP/443) 218 E 7 ubha/L b5, ZFRAEMREEY
— REOBETH TS HTTP ~v X %L FO XA EHE TS,

3.1, FEIERRGEE R
# 3-1 FEAAERGEE R

HE | HH A EAE X819
1 Request-line POSTA/AHTTP/1.0 CR+LF
2 entity—header Content-Type: rapplication/ocsp-request CR+LF

Content-Length: AN CR+LF
3 (ZE17) CR+LF
4 entity—body BRI

7E(1) CRALF:ASCII ==—R® 0d(16 1), 0a (16 ) kT 5 a7,
1#(2) N:entity-body D/ SAhRZ7RT,
TEB) A:Z2H(ASCII = —FR 20016 1) A2 R~

3.2. REHIERRGEILE
7 3-2 FEAERGEGE

HE | HHA AREAE X819
1 Status-line HTTP/1.0,200,0OK CR+LF
2 entity—header Content—Type: rapplication/ocsp-response CR+LF
Content—Transfer—-Encoding: ABinary CR+LF
Content—Length: AN CR+LF
3 (ZE47) CRHLF
4 Entity—body INENE

(1) CRALF:ASCII ==—R® 0d(16 i), 0a (16 i) Z#ilF 52 &~ 7,
7E(2) N:entity-body D/ 3AMEZERT,
HEB) A:22A(ASCI 2 —FR 20016 #)Z7R~7,



4. FEAAERREEESRSE 7 b
4.1. FEAEMGFER S ohan

LGPKI 2B T AFE EMR G — 7 7B 2T AR O EEEE R 7 b2 L 2 UL FIC
NS

£ A-1 GEVTERGEESKR 7 b=y

T 4—ILR T —HAE RIEMH WZE
GE 1)

OCSPRequest

tbsRequest TBSRequest
requestList SEQUENCE OF Request
- Request
reqCert CertID (7 2)
hashAlgorithm Algorithmldentifier

algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©

parameters NULL - JAN

issuerNameHash OCTET STRING 20 AU T OEERET D, ©

issuerKeyHash OCTET STRING 20 NARL T DIEERES Do ©

serialNumber CertificateSerialNumber ST NHFHERET D, ©
singleRequestExtensions [0]

- Extensions

(subscriberCert) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.1 ©
critical BOOLEAN TRUE ©
extnValue OCTET STRING

- Certificate WL D x5 L7 DsubscriberD FEA E AR ©
ET D,

(intermediateCerts) Extension (73 3) AN
extnld OBJECT IDENTIFIER 1.2.392.200010.10.2 (©)
critical BOOLEAN TRUE (©)
extnValue OCTET STRING

| - Certificate HHREREA R ET D, 10

(trustAnchorCert) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.3 ©
critical BOOLEAN TRUE ©
extnValue OCTET STRING

- Certificate MREEKIEE DMERET 21— CADH O F ©
KR EZ R E T D,

(requiredPolicy) Extension (Y1 3) A
extnld OBJECT IDENTIFIER 1.2.392.200010.10.4 ©)
critical BOOLEAN TRUE 1O
extnValue OCTET STRING

- OBJECT IDENTIFIER FRALKAEE D32 T ANDRY > DOIDE % 1©
ET D,

(require—explicit—policy) Extension AN
extnld OBJECT IDENTIFIER 1.2.392.200010.10.5 (©)
critical BOOLEAN TRUE 1O
extnValue OCTET STRING

- INTEGER require—explicit—policy D#iPHZ R E 3D, 10
(7:4)

(inhibit—policy-mapping) Extension A
extnld OBJECT IDENTIFIER 1.2.392.200010.10.6 ©)
critical BOOLEAN TRUE 1O
extnValue OCTET STRING

- INTEGER inhibit—policy-mapping D &Pz 5% E 4 5. 10
(15)

10




(responseFormat) Extension A
extnld OBJECT IDENTIFIER 1.2.392.200010.10.7 (©)
critical BOOLEAN TRUE 10
extnValue OCTET STRING
[- INTEGER BB T A=< MNEfRET 5. 10
requestExtensions [2]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
- Nonce (¥ 6) ISAREL E32 AR EL T O ELEZ 3R E ©
Z
£l QRIOHL7 A= VRIILHATHD, ANDOBHLT 4—/VRIE AT varThd, | O
DHLHT —/VRIZIL, P T 4 — VR ZRRIT T L& 1T, WA TH D,
2 FEERGEY— NI CertID Ti72< Subscriber O FIEE CRRGERT S &0 HREI] E 4 FF
EL TS,
3 BEIETETHA1%. FU OID 2+ Extension Z 485 #% T 5,
H4 RETHHEEX, LT TR ET D,
HES ARILIRITFIH L0,
#6 OCTET STRING &L Th 7B/ LS TWAHTE,
4.2, FEIERGESE 7 vha
LGPKIZ BT B EMREE T — T 7 B AT HEROBREISE 7 wb=/L 2 LL PR,
#® 4-2 FEWIEMGEICE 7 mhar
TA4—ILR 7 —& % AR ENE WoZB
GE D
- OCSPResponse
responseStatus OCSPResponseStatus 0 ©
responseBytes (0]
- ResponseBytes
responseType OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.1 ©
response OCTET STRING
- BasicOCSPResponse
tbsResponseData ResponseData
responderID ResponderID([1])
- Name B HATHT- CVS DFEFFEHED
I'subject ] NER ESILD,
producedAt GeneralizedTime ZOBLEAVER LI AR ESND,
responses SEQUENCE OF
SingleResponse
- SingleResponse
certID CertID
hashAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26 ©
parameters NULL - ©
issuerNameHash OCTET STRING Request TR ELTENR TSNS, ©
issuerKeyHash OCTET STRING Request TR E LTHDGREZ LD, ©
serialNumber CertificateSerialNumber Request CRRELIENR TSNS, ©
certStatus CertStatus(CHOICE)
unknown (2] UnknownlInfo G2 ©
thisUpdate GeneralizedTime ZOBELEER LT B RERRESND, ©

11




singleExtensions

[1]

- Extensions

(certPathStatus) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.8 ©
critical BOOLEAN TRUE ©
extnValue OCTET STRING

[- INTEGER AE A RS RS E SIS ©

(certPath) Extension (71 3) AN
extnld OBJECT IDENTIFIER 1.2.392.200010.10.9 10
extnValue OCTET STRING

- CERTIFICATE FRE SA TS N AE E AR ES C)
nns

(revocationList) Extension (Y& 3) A
extnld OBJECT IDENTIFIER 1.2.392.200010.10.10 10
extnValue OCTET STRING

- CRL FRRE/ S ARRRECHI L 72CRL/ARLD 3% e
ESND,

(OCSPResponse) Extension (73 3) A
extnld OBJECT IDENTIFIER 1.2.392.200010.10.11 (©)
extnValue OCTET STRING

- OCSPResponse 1©

(mappedPolicy) Extension (73 3) JAN
extnld OBJECT IDENTIFIER 1.2.392.200010.10.12 10
extnValue OCTET STRING

- OBJECT IDENTIFIER WEEAE REL THRIZRY L DOIDMER 10
EIND,
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2 ©
extnValue OCTET STRING
| - Nonce Request TR E LA R ES D, ©
signatureAlgorithm AlgorithmIdentifier
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.11 ©
parameters NULL — ©
signature BIT STRING CVS DEL MR ESND, ©
certs (0]
E SEQUENCE OF Certificate | CVS DFEWIEATRESILD, ©

E1 @ED@&;Z>74~/W FTREEND, AROHLT 4—/V R, FEHEMRGEE K T
ESNIZGEIZORRESND, | OHIOH LT 4— /W NIZiE, BT 1 — VR a2k
DY ta-1EN Jéﬁ‘ RIESID,

HE2  #7 unknown 23EXEIILD,

HE3 HEEESNDS AL, AL OID ZFf> Extension 23MEIGEE ESILD,

12



5. BATILAUR L
AEERRGE Y — D3R — N DRE EOZE A T LT YXAIZLL FOHEY TH D,
® sha256WithRSAEncryption

LR T NIV X LN O GE EAGE ERGEE RIS E LG 6 AE ERGE—
PN, EE ERR AR RS 2.2.2.1 TRULERERa—RE2 s &4 5,

F7- . FEREREEY — 3%, sha256WithRSAEncryption 125N B4 E4TUN, L AR AT —
IR ERGEY — NFEBHENE D,
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