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olBEDERENM N o lE@ED FfiEMEE LTINS name BEDEFE I, K4 K
6-4, & 650 BYHTH B,

X 6-4 oEMEDERER

U441 0

CREYAY VED! joint-iso-itu-t(2) ds(5) attributeType(4)
organizationName(10)

(@RVAEIED name

GEEERsTiEl) | name J& T % Ak 7

G159 name J& I % i 7K

#* 6-5 name EVEDERE

[Ett4] name
[+ 7Y =7 bERIT) joint-iso-itu-t(2) ds(5) attributeType(4)
name(41)
[ EA7E ] 7L
[HEEH < 52434 | caselgnoreMatch
A >
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i 4y—%% | caselgnoreSubstringMatch

<MEFFE> | &L

G2 99 DirectoryString

6.3.2.CA TV

B CAZHEZE TV M) 2R T 247V 22 27728 LT, REC4519 ICED LI
T\ % organizationalUnit A 7Y = 7 + 7 7 A% M\, THICHiIBIZ 7 XL LT, RFC4523
KEDHLNTWD pkiCA 7V =27 + 7 7 2 %A 3,

organziationalUnit &+ 7Y = 7 b 7 7 A DEFE K U organizaionlUnit + 7> = 7 + 7 7 A D
FA TV 27 b7 TR LTEREIND top A TV 27 P T ADERIT, HAR
6-6, &% 6-3 DLBYTH?,

7 6-6 organizationalUnit D JE 7%

GV AY Y organizationalUnit

CREYAY Ed joint-iso-itu-t(2) ds(5) objectClass(6)

organizationalUnit(5)

(] &Y

[(FfiA T 227 v 75 top
=]

(@A ED| objectClass
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ou

[(TEEE] userPassword

searchGuide

seeAlso

businessCategory
x121Address
registeredAddress
destinationIndicator
preferedDeliveryMethod
telexNumber
telexTerminalldentifier
telephoneNumber
internationaliSDNNumber
facsimileTelephoneNumber
street

postOfficeBox

postalCode

postalAddress
physicalDeliveryOfficeName
st

1

description

organizationalRole & 7' = 7 F 7 7 A DJEFE X I organizationalRole 7 = 7 b 7 7 &
DENATY 27 b7 IR LTCERIND topA 7V 27 P TRADERIT. HAR
6-7. % 6-3DLEVTHD,
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# 6-7 organizationalRole D JE 7%

G EYAYA XD

organizationalRole

CEYAY VD

joint-iso-itu-t(2) ds(5) objectClass(6)

organizationalRole(8)

CEWD T e 7Y
[BfiA Ty =225 top
=]

(8 4] objectClass
cn

=YD x121Address
registeredAddress
destinationIndicator

preferredDeliveryMethod
telexNumber
teletexTerminalldentifier
telephoneNumber
internationaliSDNNumber
facsimileTelephoneNumber
seeAlso

roleOccupant
preferredDeliveryMethod
street

postOfficeBox

postalCode

postalAddress
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physicalDeliveryOfficeName
ou
st

1

description

pkiCAF 7V 22 7 7 ADERIIEX 6-8DLBHTHD,

F 6-8 pkiCA DEFH

(F7v =277 24]

pkiCA

CEYAY VD

joint-iso-itu-t(2) ds(5) objectClass(6)

pkiCA(22)
(1] filigh 1Y
[EfiA 7Yz b2 | tOD
=]

(@A=L objectClass

(=B 1) cACertificate
certificateRevocationList
authorityRevocationList
crossCertificatePair

(1) CA & F5
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CA % #7 (LGPKI #1f% CA ("Organization CAUS")) & % \»I¥ LGPKI ff% CAR2 ("
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6-9. K 6-50LEBYVYTHD,

#£ 6-9 oulEMoiEsE

U tt4]

ou

CEYAY VD

joint-iso-itu-t(2) ds(5) attributeType(4)

organizationalUnitName(11)

[ EfzfE ) name
[ A AR HT] name J&TE % Ak &
U= ] name J& 14 % A&

cn JBEDERKZ K en @D FAEMEE LTSBI N3 name BEDOERIZ. F4E

6-10, & 6-50LBYVTH 5,
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* 6-10 cnf@EniERE

U tt44] cn

CEYAY ED! joint-iso-itu-t(2) ds(5) attributeType(4)
commonName (3)

(@RAEIED| name

(A HLA] name J& I % i 7K

G299 name J& T4 % k7K

(2) HEEAREHER Y v 7 atilE

HOBAEHZER Y v 7iEAEZ BN T 2@EL LC, pkiCAA 7V =27 F 27 72D
o FBMSEENTH % cACertificate JEIEZ W 5,
HOFLAEHZE R Y v 7 AEHZE 13 LGPKI #i#k CAR2 23Ff 2,

Z DJEM L "cACertificate;binary" L5 E T S Z L IC K > CTRMEDZITEL 2179

cACertificate JEEDEFEIIER 6-11 DL BHTH S,

# 6-11 cACertificate JEED T

[E1t4] cACertificate
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[+ 72 =2 kAT joint-iso-itu-t(2) ds(5) attributeType(4)
cACertificate(37)
(@RAEIED| =L
[HE &4 <5E4—5g | certificateExactMatch
fil] >

<HH—HK | %L
>

<MgpetE> | &L

[z ErE ] Certificate

(3) AH ALRE AL AL

M EFEREAEE 3 RO > DT ICKEM T 1 5,

7) crossCertificatePair J& 4
LGPKI ##% CAR2 ® CA =¥ } V) TlZ, fth CA & DEITHY b L 7= tHAEZE
AERHE S, pkiCA A 7Y = 27 + 7 7 ZAORE LBeAEEETH 3
crossCertificatePair JEE ICHAN X L5,

Z DB 1L "crossCertificatePair;binary" L 5 E 35 & & IC X > CTBMEAED Z 1T
L%&AT

NS 1%

o

crossCertificatePair JEE D EFIIR 6-12D L BH TH 5,

& 6-12 crossCertificatePair J& 4 D i€ #
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U4 ) crossCertificatePair

CREYAY Ed joint-iso-itu-t(2) ds(5) attributeType(4)
crossCertificatePair(40)

@RVAELED| %L
((ERES:E) <5E4—3g | certificatePairExactMatch
AIf] >

<#hm—E | 7&L

>

<EfFE> | &L

[E ) CertificatePair

(4) CRL

CRL ZHANd 2@ E LT, pkiCA A 7Y =27 b7 7 Z2DFKE LBMLARETH 2
certificateRevocationList JE £ % FH\ %,

Z D J@ M 13 "certificateRevocationList;binary" L 5 E 32 Z L IC X o C@MAEDOZ T L %
795

certificateRevocationList B D EFEIIR 6-13 DL B Y TH 5,

& 6-13 certificateRevocationList J& 1 D & #
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U174 certificateRevocationList

CREYAY Ed joint-iso-itu-t(2) ds(5) attributeType(4)

certificateRevocationList(39)

@RVAELED| %L
((ERES:E) <s5E4—3g | certificateListExactMatch
AIf] >

<#hm—E | 7&L

>

<EfFE> | &L

U= ] CertificateList

(5) ARL

CA ICB89 % CRL #1&#13 2@k L LT, pkiCA A 7Y =2 b 7 7 RDOFGE LBINLA
J&M: T % authorityRevocationList JETEZ H 5,

Z @ J@ 1 13 "authorityRevocationList;binary" L fEE 35 Z L IC X o CEMEEOZ IFHE L %
795

authorityRevocationList JEPEDEFEK IR 6-14 DL BY TH 5,

X 6-14 authorityRevocationList J& 14 D 7E 7

UE1:4] authorityRevocationList
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(47Y =2 FakAl7]

joint-iso-itu-t(2) ds(5) attributeType(4)

authorityRevocationList(38)

(@RAELED| oL
(QiEREYEE) <s=4s 3k | certificateListExactMatch
2Ll >
<EBSH—E | L
>
<MEFPE> | &L
[E 4] CertificateList
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»H5,

version 2HBH0nE3
name " (R X 0 DT

authenticaton.simple "" (£ & 0 O 7))

Bind Response

RFC45114.22 DHEED L EBY 535,

Unbind Request/Response
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Search Request

UM OFEIEDAMCOWTIE, RFC4511451 DHED EEBY L35,
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typesOnly » 5 A — % | FALSE & L 72 < T3 72 & 710,
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SearchResponse

RFC177743 ODHED E LY LT3,
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1.1.

SSL https(TCP/443)

CVS

1-1




CVS

2.
OCSP(RFC2560)
OoID
OID: 1.2.392.200010.10
2.1. OCSP Request
2.1.1. OCSP OCSPRequest
RFC2560
requestExtensions  nonce
acceptableResponses, optionalSignature
2.1.2. OCSP singleRequestExtensions
OCSP Request singleRequestExtensions
2.1.2.1. (subscriber)
subscriber
Extension
2-1
Object id 1.2.392.200010.10.1 :subscriberCert
Critical flag Critical
Value X.509




2.1.2.2.

(subscriber)

(Trust Anchor) subscriber

Extension
Trust Anchor
2-2
Object id 1.2.392.200010.10.2 :intermediateCerts
Critical flag Critical
Value X.509

2.1.2.3. CA(Trust Anchor)
(relying party)

(Trust Anchor)

® CA
Extension (relying party)
(Trust Anchor)
LGPKI LGPKI

2-3 (Trust Anchor)

Object id 1.2.392.200010.10.3 : trustAnchorCert

Critical flag Critical

Value X.509




2.1.2.4.

(relying party)
object id

Extension

2-4

Object id 1.2.392.200010.10.4 : requiredPolicy

Critical flag Critical

Value object-id

2.1.2.5. require-explicit-policy
(relying party) require-explicit-policy
require-explicit-policy
require-explicit-policy
Extension
LGPKI Extension “o )7

2-5 require-explicit-policy

Object id 1.2.392.200010.10.5 :require-explicit-policy
Critical flag Critical
Value 0-xxx(integer)




2.1.2.6. inhibit-policy-mapping
(relying party) inhibit-policy-mapping
inhibit-policy-mapping
inhibit-policy-mapping
Extension
LGPKI Extension

2-6 inhibit-policy-mapping

Object id 1.2.392.200010.10.6 :inhibit-policy-mapping
Critical flag Critical
Value 0-xxx(integer)

2.1.2.7.

(relying party)

Extension
® O ( )
CRL/ARL
2-7
Object id 1.2.392.200010.10.7 : responseFormat
Critical flag Critical
Value 0 1(integer)




2.2. OCSP Response +

2.2.1. OCSP OCSPResponse
RFC2560
responseExtensions  nonce
nextUpdate
2.2.2. OCSP singleExtensions
OCSP Response singleExtensions
2.2.2.1.
Extension
® O (good)
® 101:
® 202:
® 203:
® 204: Policy Mappings  Any-Policy
® 205:
® 206: OCSsP CertStatus  unknown
® 301:
® 302:
® 901:
902:
2-8
Object id 1.2.392.200010.10.8 : certPathStatus
Critical flag Critical
Value 0-xxx(integer)




2.2.2.2.

Extension

2-9

Object id

1.2.392.200010.10.9 : CertPath

Critical flag

Non Critical

Value

X.509

2.2.2.3. CRL/ARL

OCSP

CRL/ARL

Extension

2-10 CRL/ARL

Object id 1.2.392.200010.10.10 : revocationList
Critical flag Non Critical
Value CRL X.509




2.2.2.4. OCSP

OCSP
OCSP
Extension
2-11 OCSP
Object id 1.2.392.200010.10.11 : OCSPResponse
Critical flag Non Critical
Value OCSP RFC2560
2.2.2.5.
Extension
2-12

Object id 1.2.392.200010.10.12 : mappedPolicy
Critical flag Non Critical
Value object-id




https(TCP/443)
HTTP
3.1
3-1

1 Request-line POST / HTTP/1.0 CR+LF
2 entity-header Content-Type: application/ocsp-request CR+LF

Content-Length: N CR+LF
3 CR+LF
4 entity-body
(1) CR+LF ASCII 0d(16 ) Oa 16
(2) N entity-body
(3) (ASCII 20(16 )

3.2.
3-2

1 Status-line HTTP/1.0 200 OK CR+LF
2 entity-header Content-Type: application/ocsp-response CR+LF

Content-Transfer-Encoding: Binary CR+LF

Content-Length: N CR+LF
3 CR+LF
4 Entity-body
(1) CR+LF ASCII 0d(16 ) Oa 16
(2) N entity-body
(3) (ASCII 20(16 )




4.1.
LGPKI
4-1
1)
- OCSPRequest
tbsRequest TBSRequest
requestList SEQUENCE OF Request
- Request
reqCert CertiD 2
hashAlgorithm Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.3.14.3.2.26
parameters NULL -
issuerNameHash OCTET STRING 20
issuerKeyHash OCTET STRING 20

serialNumber

CertificateSerialNumber

singleRequestExtensions [0]
- Extensions
(subscriberCert) Extension

extnld OBJECT IDENTIFIER 1.2.392.200010.10.1
critical BOOLEAN TRUE
extnValue OCTET STRING

Certificate

subscriber

(intermediateCerts)

Extension 3

extnld

OBJECT IDENTIFIER

1.2.392.200010.10.2

critical BOOLEAN TRUE
extnValue OCTET STRING
| - Certificate
(trustAnchorCert) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.3
critical BOOLEAN TRUE
extnValue OCTET STRING
- Certificate CA
(requiredPolicy) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.4
critical BOOLEAN TRUE
extnValue OCTET STRING
- OBJECT IDENTIFIER (e]]n]

(require-explicit-policy)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.200010.10.5

critical BOOLEAN TRUE
extnValue OCTET STRING
- INTEGER require-explicit-policy
(4
(inhibit-policy-mapping) Extension

extnld

OBJECT IDENTIFIER

1.2.392.200010.10.6

critical

BOOLEAN

TRUE

extnValue

OCTET STRING

INTEGER

10

inhibit-policy-mapping
(5




(responseFormat)

Extension

extnld

OBJECT IDENTIFIER

1.2.392.200010.10.7

critical

BOOLEAN

TRUE

extnValue

OCTET STRING

INTEGER

requestExtensions

[2]

Extensions

(nonce)

Extension

extnld

OBJECT IDENTIFIER

1.3.6.1.5.5.7.48.1.2

extnValue

OCTET STRING

Nonce 6

1 32

4.2.

OCTET STRING

LGPKI

CertID

4-2

Subscriber

OID Extension

1)

OCSPResponse

responseStatus

OCSPResponseStatus

responseBytes

[0]

ResponseBytes

responseType

OBJECT IDENTIFIER

1.3.6.1.5.5.7.48.1.1

response

OCTET STRING

BasicOCSPResponse

thsResponseData

ResponseData

responder|D

ResponderID([1])

Name

CVS
subject

producedAt

GeneralizedTime

responses

SEQUENCE OF
SingleResponse

SingleResponse

certlD

CertlD

hashAlgorithm

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.3.14.3.2.26

parameters

NULL

issuerNameHash

OCTET STRING

Request

issuerKeyHash

OCTET STRING

Request

serialNumber

CertificateSerialNumber

Request

certStatus

CertStatus(CHOICE)

| unknown

[2] Unknownlnfo

(2

thisUpdate

GeneralizedTime

11




singleExtensions

[1]

- Extensions

(certPathStatus) Extension
extnld OBJECT IDENTIFIER 1.2.392.200010.10.8
critical BOOLEAN TRUE
extnValue OCTET STRING

[ - INTEGER

(certPath) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.9
extnValue OCTET STRING

CERTIFICATE

(revocationList)

Extension 3

extnld OBJECT IDENTIFIER 1.2.392.200010.10.10
extnValue OCTET STRING
- CRL CRL/ARL
(OCSPResponse) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.11
extnValue OCTET STRING
- OCSPResponse OCSPResponse
(mappedPolicy) Extension 3
extnld OBJECT IDENTIFIER 1.2.392.200010.10.12
extnValue OCTET STRING
- OBJECT IDENTIFIER oID
responseExtensions [1]
- Extensions
(nonce) Extension
extnld OBJECT IDENTIFIER 1.3.6.1.5.5.7.48.1.2
extnValue OCTET STRING

Nonce

Request

signatureAlgorithm

Algorithmldentifier

algorithm

OBJECT IDENTIFIER

1.2.840.113549.1.1.11

parameters NULL
signature BIT STRING CVS
certs [9]
- SEQUENCE OF Certificate | CVS
1
unknown
OID Extension

12




® sha256WithRSAEnNcryption

2221

sha256WithRSAENcryption
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